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Leadership in cybersecurity

In the days ahead, technology will change the pattern of our lives 
and cybersecurity will play a key role in economic development 
Ensuring successful cybersecurity is 80% dependent on the correct 
organization of processes, and only 20% dependent on technology. 

We are constantly improving our processes to guarantee 
cybersecurity. The professionals of Sberbank’s security service work 
24/7 collecting and analyzing crucial information on instances of fraud 
aimed at the Bank and its clients. In 2017 desktop training exercises 
were successfully performed on recovery from a global malware 
attack on the Bank.

The data accumulated, the high level of professionalism of our 
specialists, the use of innovative technologies, and our ongoing 
cooperation with law enforcement agencies all help to thwart the 
activities of hacker groups at a very early stage.

One area of our work is the fight with phishing attacks. Financial 
online services, have long since become the main target for phishing 
attacks, and this trend is only strengthening. At the initiative of 
Sberbank’s Security Operation Center, more than 600 domain names 
used in phishing attacks, around 200 fraudulent platforms and more 
than 1.3 thousand websites distributing malware have been detected 
and closed in Russian internet-space.

We actively support outside initiatives, including those of the state 
authorities, to develop cybersecurity skills For example, in 2017 
Sberbank was entrusted with heading the Cybersecurity Center 
of Excellence’s information security direction as part of the Digital 
Economy program of the Russian Federation. 

An important event in 2017 was the launch of the Cybersecurity 
Academy. Sberbank Corporate University hosted a two-day seminar 
entitled “The Role of Cybersecurity in Digital Organizations”. The 
seminar was attended by representatives of work groups from the 
Russian government’s Digital Economy program, tech companies, 
universities, and Sberbank subsidiaries. 

The Security Operation Center (SOC) of Sberbank received ISO/IEC 27001:2013 Information 
Security Management Systems certification during the reporting year. We became the first bank in 
Russia to receive this recognition at the international level. 

The Security Operation Center (SOC)
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We believe that education is extremely important when it comes 
to cybersecurity. Security specialists are often not taught IT 
technologies, and IT specialists are not told about security. The goal 
of our Academy is to ensure comprehensive cybersecurity training 
and to improve our expertise. 

There are no borders between states for cybercriminals and hackers. They act on a global scale, which means 
that we must continue to boost cooperation between governments and organizations around the world.

The development of a system to prevent cyber fraud will continue in 
2018–2020, to ensure 100% protection of all Sberbank’s client service 
channels. We plan to develop and implement a unified authentication 
service and our own digital signature service. We also plan to 
introduce a unified Cybersecurity Fusion Center, which will include 
artificial intelligence, machine learning and big data technologies to 
guarantee centralized cybersecurity management of the Sberbank 
Group. 

The Cybersecurity Service will carry on developing international 
relations, will propose new formats for the Cybersecurity Academy’s 
programs, and will form and introduce new cybersecurity services to 
the market.

establishing mutually 
beneficial cooperation 
between public and 
private corporation

forming the conditions 
necessary for organizing 
constant information 
exchange

creating a robust 
cybersecurity think tank, 
performing independent 
assessment and 
analysis of the current 
cybersecurity situation on 
the international arena

Sberbank supported the creation of the Global Center for Cybersecurity under the auspices of the 
World Economic Forum, set up to reduce the adverse effect of improper activity in the Internet. 
According to experts, the global economy’s annual losses from cybercrime may be as high as 
USD 500 billion.

We participated in the discussion and formation of the principles for creating the Center, which was 
officially opened in Davos on January 25, 2018. Our strategic partnership with the Global Center 
for Cybersecurity was a serious step forward in cementing the Bank’s position as a committed 
combatant against international cybercrime. We hope that the Center will assume the role of a 
unique platform for expanding collaboration between the public and private sectors in three key areas:

Global Center for Cybersecurity 


